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ORIGIN SY-05 

INFO OCT-01 ARA-06 ISO-OO ABF-01 FBO-02 A-01 USIA-06 EUR- 12 

AF-06 NEA-10 EA-07 SCCT-01 PCH-08 OC-05 CCO-OO SIG-01 

CIAE-00 SS-15 OPR-02 /089 R 

DRAFTED BY A/SY/FO:KMGWYN:RJMCCARTHY:SO:HH 

APPROVED BY A - JOHN M. THOMAS 

A/SY - V. F. ST. MARS 

A/SY/FO - R. F. EARL 

BF /FMS - ENGULLI 

S/CCT - R. FEARY 

A/FBO - O. C. RALSTON 

EUR/EX - J. M. CLARK 

USIA/IOS - R. BARBER 

ARA/MGT - K. D. ACKERMAN 

AF/EX-E.G. KRYZA 

NEA/EA-J.S. CONNOLLY, JR. 

EA/EX-R. SCARRITT 

043736 

R 171333Z NOV 75 

FM SECSTATE WASHDC 

TO ALL DIPLOMATIC AND CONSULAR POSTS 

AMCONSUL BELIZE BY POUCH 

AMCONSUL CURACAO BY POUCH 

AMCONSUL PARAMARIBO BY POUCH 

AMCONSUL MARTINIQUE BY POUCH 
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REF: STATE 210312 

L REFTEL REQUESTED A THOROUGH REVIEW OF PHYSICAL SECURITY 
PROGRAMS AT EACH POST, WITH EMPHASIS ON PUBLIC ACCESS 
AREAS. 

2. APPROXIMATELY ONE-THIRD OF ALL POSTS HAVE REPORTED. 

THEIR ASSESSMENTS AND RECOMMENDATIONS FOR IMPROVED SECURITY 
ARE, IN THE MAIN, RESPONSIVE TO REFTEL AND TARGET ON AREAS 
OF VULNERABILITY. SINCE FUNDING LIMITATIONS ARE NECESSARY 
AND PERTINENT CONSIDERATION IN THIS WORLD-WIDE PROGRAM, 
FUTURE SUBMISSIONS SHOULD IDENTIFY REQUIREMENTS IN ORDER 
OF PRIORITY. REQUIREMENTS ALREADY SUBMITTED, BUT WITHOUT 
COST DATA, SHOULD NOW FOLLOW-UP WITH SUCH INFORMATION. 

3. ALL REPEAT ALL ACTION REQUESTS UNDER REFTEL ARE TO 
BE SUBMITTED TO DEPARTMENT BY DECEMBER 15, 1975. POSTS 

ARE REQUESTED TO CONSULT AND COORDINATE ALL REQUESTS AND 
NEGATIVE RESPONSES WITH THEIR REGIONAL SECURITY OFFICER. 

4. TO ASSIST POSTS IN PREPARATION OF RESPONSES, THE 
FOLLOWING FORMAT IS PROVIDED: 

A. PROPERTY - GOVERNMENT OWNED OR TYPE OF LEASE. THIS 
IDENTIFICATION REQUIRED TO DETERMINE FUNDING RESPONSI- 
BILITY. IDENTIFY USIS REQUIREMENTS. 

B. PHYSICAL SECURITY BARRIERS 

1. FENCES, GATES, WALLS, WINDOW GRILLS, BARS, STRENGTHEN- 
ED OR REPLACEMENT DOORS. 

2. LOCATION OF BARRIERS WITH INTENDED DETERENT PURPOSES; 

3. COSTS: I.E., ESTIMATED OR ACTUAL. 

C. WINDOW PROTECTION 

1. BULLET RESISTENT GLASS, MYLAR; 

2. LOCATION AND INTENDED DETERENT PURPOSES; 

3. COSTS: I.E., ESTIMATED OR ACTUAL. 
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D. LOCAL GUARD FORCES 

1. LOCATION OF POSTS AND NUMBER OF GUARDS; 

2. DUTIES; 

3. ARMED, UNARMED, UNIFORMED OR CIVILIAN ATTIRE; 

4. COSTS. 

E. MARINE SECURITY GUARDS 
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1. T.O. INCREASE; NUMBER OF WATCHSTANDERS REQUESTED AND 
AVAILABILITY OF HOUSING; 

2. NEW DETACHMENT; IF SO, NUMBER INCLUDING NCOIC, DUTIES, 
POSTS, HOUSING AVAILABILITY, SUBSISTENCE, COLA, TRANSPOR- 
TATION COSTS. 

F. TECHNICAL EQUIPMENT 

(1) ALARM AND CCTV SYSTEMS 
(A) LOCATION AND PURPOSE 

G. LOBBY CONTROLS AND EQUIPMENT 

1. PERMANENTLY INSTALLED TEAR GAS SYSTEMS; 

2. DESIGNED DESKS OR DOORS TO ACCOMODATE ALARMS AND MONI- 
TORING SYSTEMS. 

H. COMMUNICATIONS 

I. RADIOS, INCLUDING EQUIPMENT FOR VEHICLES PROVIDED 
AND INSTALLED BY, OR LEASED THROUGH OC. 

NOTE: 6 FAM 754 REQUIREMENTS ARE TO BE IDENTIFIED. 

SUPPORTING DESIGNS, SKETCHES AND SPECIFICATIONS ARE TO 
BE FORWARDED TO FBO. INGERSOLL 

NOTEBYOC/T: POUCHED 
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